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SUMMARY

The National Network to End Domestic Violence (NNEDesponds to the
Commission’s request for comments on its NoticBrmposed Rulemaking in the matter of
Rules and Regulations Implementing the Truth inezdD Act of 2009. The Act prohibits the
use of false or misleading caller identificatioformation with the intent to defraud, cause harm,
or wrongfully obtain anything of value, unless exdted.

First, NNEDV urges the Commission to adopt rules tlarify that organizations that
use spoofing technology to protect victims of doteegolence, dating violence, sexual assault,
or stalking are not violating the law. The Comnuossshould therefore exempt any “Victim
Service Provider,” as defined in the Violence Agaiwomen Act of 1994.

Second, NNEDV urges the Commission to define “hatanihclude stalking, harassment,
and the violation of protection and restrainingessd This inclusive definition will more clearly
address the nefarious uses of caller ID spoofiraje€ID spoofing harms should cover
harassment and stalking because they cause sudistambtional distress and cause victims to
fear for their safety or the safety of others. ¥i@ns of protection and restraining orders should
also be considered “harm” because they protednvicirom unwanted harassment and
communications.

Third, because of the proliferation of third-pacfler ID spoofing services that
encourage nefarious spoofing, the Commission sheugjdire third-party caller ID spoofing
services to give prominent notice that use of teeiwices in violation of the Truth in Caller ID
Act is unlawful. The service providers’ small prlagal disclaimers currently in place do not

effectively inform spoofing users of permissiblelampermissible caller ID spoofing.



Requiring third-party prominent notice of the legamifications of caller ID spoofing misuse
should help to discourage impermissible caller poafing.

Fourth, NNEDV further requests the Commission isgobligations on unmasking
service providers to notify callers when their ded caller ID will be unmasked and require
affirmative opt-in consent before removing theivpcy indicator. Companies that offer services
to unmask blocked caller ID are potentially endaimgevictims by allowing their abusers to see
their hidden phone numbers. Forwarding calls thhoagervice such as TrapCall, which does
not notify calling parties it is in operation, warlkgainst the intention of the original Calling
Number Identification Service rulemaking. We as&k @ommission to preserve consumers’
expectation of the efficacy of caller ID blockirrgquiring that third-party caller ID unmasking
services provide callers with notice that the sErs in place and give them the ability to “opt-
in” to providing their caller ID to the call recgmnt.

Finally, the Commission should report to Congresshe potential for SMS and location
spoofing. Both offer the same potential as callespoofing — the ability of innocent parties to

protect themselves and the ability of nefariougigato cause harm.



TABLE OF CONTENTS

SUMMARY .oouiiiiimssssisisssnsssssssssssssssisssssssssssssssssssssssssssssss s ssssssssss sssssasasasssss s s st sssssnsasasssss s ssssssssssssssasasassnsnsnsasass i
COMMENTS OF NATIONAL NETWORK TO END DOMESTIC VIOLENCE ........ccosnmnmmnmmmmmsmnsssnssaes 1
. THE COMMISSION SHOULD PROVIDE AN EXEMPTION TO ITS RULES TO PROTECT THE USE
OF SPOOFING FOR LEGITIMATE SAFETY PURPOSES. 2
1.  THE COMMISSION SHOULD DEFINE “HARM” TO PROTECT VICTIMS.....cccorvccmmmmsscirmisssmssseesssssssssesnns 4

lIl. THE COMMISSION SHOULD REQUIRE THIRD-PARTY CALLER ID SPOOFING SERVICES TO GIVE
PROMINENT NOTICE THAT USE OF THEIR SERVICES IN VIOLATION OF THE TRUTH IN CALLER ID
ACT IS UNLAWFUL. 8
A.  Existing Notices of Truth in Caller ID Act Violations are Inadequate and Contradictory..... 8
B. Requiring Third-Party Prominent Notice Of The Legal Ramifications Of Caller ID Spoofing
Misuse Should Discourage Impermissible Caller ID SPOOfing......ccoeoeereenreenecseenneeseensesseeseeseesseseens 14
IV.  THE COMMISSION SHOULD REQUIRE CALLER ID UNMASKING SERVICES TO NOTIFY
CALLERS, AND PROVIDE THEM WITH THE ABILITY TO “OPT-IN,” WHEN THEIR PRIVACY

INDICATOR IS BEING OVERRIDDEN. ....couuseservsssserisssssesissssessisssssessassssessassssssssssssssssssssssasssssssssssssessassassessasssssssssnsssses 17
A. Congress and the Commission Have Long Recognized an Interest in Protecting a Calling
Party’s PrivacCy INAiCatOr. it ssssss s sssssssssssssssssssnees 19
B. Callers Should Be Provided Choice, in the Form of an Opt-In, When a Third Party Will
UNMAaSK TREIT CAllT ID. ..ttt sessses e ssssss s sessss st bbb s e s 21

V.  THE COMMISSION SHOULD INCLUDE AN ANALYSIS OF THE THREATS FOR SMS AND

LOCATION SPOOFING IN ITS REPORT TO CONGRESS. 22

CONCLUSION c.cutiitsmsmssssssssssssssssssssssssssssssasassssssssssssssssssssssssssss s sssssssssssssssssasasss s ssss st sssnsssasssss s ssssasssssssssasasanasassnsass 24



Before the
FEDERAL COMMUNICATIONS COMMISSION
Washington, DC 20554
In the Matter of

)
)
Rules and Regulations Implementing the ) WC Docket No. 11-39
Truth in Caller ID Act of 2009 )

COMMENTS OF NATIONAL NETWORK TO END DOMESTIC VIOLEN CE

The National Network to End Domestic Violence (NNEDs a not-for-profit
network of fifty-six state and territory domestiolence coalitions, incorporated in the
District of Columbia. NNEDV represents over 2,000dl domestic violence programs
across the nation through its member coalitionsodgh its Safety Net Project, NNEDV
addresses privacy, databases, technology, andnstakkfirst-of-its-kind endeavor, the
Safety Net Project educates victims of domesticssdial violence, their advocates and
the general public on strategic ways to use tedgyolo increase individuals' safety.
Safety Net also assists law enforcement officjaldges, prosecutors and victim
advocates on how to abusers misuse technologytteefutheir abuse. The effect of caller
ID “spoofing” and “unmasking” technology on victinsan example of Safety Net
Project concerns.

Technological innovations have made it possibleaf@rage consumers to
circumvent the caller ID system through spoofing Ehd unmasking blocked IDs.
Spoofing is the practice of sending a caller IDhaigrom a false or alternate number
when making a call, thereby tricking the receivipagty into believing the call originated
from someone other than the caller. This practasel®e used for positive ends, such as

disguising the identity and location of calls frenvictim service provider to victims’



homes. It can also be used for malicious and ramfarends. It is also possible for the
average consumer to “unmask” blocked ID calls tgtoservices that strip away the
caller’s privacy indicator. Congress passed thehliu Caller ID Act to address the
danger of malicious caller ID spoofing, and direlciee FCC to adopt rules addressing
malicious caller ID spoofing and unmasking techgis? In its Notice of Proposed
Rulemaking (NPRM), the FCC has requested commentsebest means to address

these new technologiés.

THE COMMISSION SHOULD PROVIDE AN EXEMPTION
TO ITS RULES TO PROTECT THE USE OF SPOOFING
FOR LEGITIMATE SAFETY PURPOSES.

The Act generally prohibits spoofing with the int¢o defraud, cause harm, or
wrongfully obtain anything of value. The Commissiaquires about additional
exemptions to implemeritTo preserve the safety and privacy of victims aestic
violence, sexual assault, dating abuse, and stapliwe request the Commission include
in its final rules an exemption from the requirertsenf proposed 47 C.F.R. 8§ 64.1604(a)
for victim service providers, such as the following

“(b) Exemptions Paragraph (a) of this section shall not appf/'to

...(3) Victim Service Providers, defined as any narfiprnongovernmental

organization that assists domestic violence, datiolgnce, sexual assault, or

stalking victims, including rape crisis centerspraistic violence shelters, faith-
based organizations, and other organizations, avtbcumented history of

effective work concerning domestic violence, datmgence, sexual assault, or
stalking.

! Rules and Regulations Implementing the Truth ifeZ4D Act of 2009 WC Docket

No. 11-39, Notice of Proposed Rulemaking, F.C.C411Y 10 (proposed Mar. 9, 2011).
Id. at 7 7.

*1d. at 7 23.

* Rules and Regulations Implementing the Truth iHeE4D Act of 2009 WC Docket

No. 11-39, Notice of Proposed Rulemaking Notic®aiposed Rulemaking, F.C.C. 11-
41, Appendix A (proposed Mar. 9, 2011)(to be cadifat 47 C.F.R. § 64).



The proposed definition comes from the Violence iAggWomen Act of 1994
(VAWA).® This definition is broad enough to encompass éinge of organizations and
facilities that use spoofing technology to protactims.

Victim service providers use spoofing for legitimgiurposes, and an exemption
will clarify that they should not be prosecutedr Emample, a victim may need to call an
abuser from a program or shelter office as paa cburt order to discuss custody issues,
and use spoofing to ensure the abuser will picikhegall and not determine the victim’s
location® Alternatively, domestic violence assistance paows may need to call phone
lines that are not “safe”—such as lines monitorgéi abusive partner—in order to
check-in with a program participant, or respond toctim call, without alerting the
abuser. With an exemption, these providers will feel safeasing these spoofing
techniques.

The statutory history of the Act supports an exeomptunder 47 U.S.C. §
227(e)(B)(ii), for uses of Caller ID spoofing thaill protect victims. The 2009 Senate
Commerce Committee Report on the Truth in CalleAlfd recognizes that because
many phones “are set to refuse blocked or privalis,tit is both “important for
domestic violence shelters to transmit caller Ifdimation so a call is completed” and
potentially “necessary to alter the caller ID infation to ensure the safety of domestic
violence victims.® The 2010 House Committee on Energy and CommerperRalso

acknowledges that caller ID spoofing is an impdrtzart of protecting victims of

> VAWA, 42 U.S.C. § 13925(a)(36) (2010).
® S.ReP. No. 111-96, at 2 (2009)(“2009 Commerce Committee R&port
7
Id.
®1d.



domestic violence stating, “domestic violence shrelsometimes use spoofing...for

protective purposes...to protect [shelter residendshtity.”

The Commission explicitly
acknowledges this “beneficial” use of spoofingtmNNPRM® But it does not seek to
specifically exempt victim service providers fromopecution. We urge the Commission
to protect “domestic violence shelters that provalse caller ID numbers to prevent call
recipients from discovering the location of victifhand to prevent uncertainty and

potentially costly litigation targeting victim sece providers, by specifically exempting,

by rule, the use of spoofing by victim service pdavs™

. THE COMMISSION SHOULD DEFINE “HARM” TO
PROTECT VICTIMS.

The Act prohibits the use of spoofing to causetitidbut it does not define what
it means by “harm.” In its rules implementing theuth in Caller ID Act of 2009, the
Commission should include a definition of the tetrarm” to clarify that it covers
violations of protection and restraining orderg] &darms caused by stalking and
harassment. Specifically, 47 C.F.R. § 64.1600 shmdorporate the following definition
of harm:

Harm. The term “Harm” means any type of financial, phgs or emotional

harm, including violating protection or restrainioglers and harms caused by

stalking as defined in the Violence Against Womaent &f 1994, 42 U.S.C. §
13925(a) (20), (24), and harassment.

®H.R.ReP. No. 111-461, at 3, 6 (2010).

19 Rules and Regulations Implementing the Truth ifeE4D Act of 2009 WC Docket
No. 11-39, Notice of Proposed Rulemaking, F.C.C411Y 7 (proposed Mar. 9,
2011)(citing 2009 Commerce Committee Repsupranote 5).

1 H.R.RepP. No. 111-461, at 6-7 (2010).



Defining the Truth in Caller ID Act’s language, temt to...cause harm,” to
include violation of protection and restraining ersl stalking, and harassment would
improve the Act’s coverage of the malicious usesatier ID spoofing and their
dangerous impacts.Caller ID spoofing service providers’ websites lrazen about the
harmful uses of their services. The Spoofem.comiceprovider website states, “caller
id spoofing . . . [is @] term . . . commonly usediescribe situations in which the
motivation is considered nefarious by the speakeBpoofCard.com has a “SpoofCard
Real Stories/Uses” section on its website wheresusieSpoofCard share their
experiences with the service. The “Stories/Usestige is filtered into four categories:
pranks, personal stories, law enforcement/privatestigators, and professional usés.
Testimonials in the personal stories category dispccounts of harassment. In one, a
man harassed and stalked his former wife incegsantl was only able to speak to her
under the disguise of her mother’s number. Moreortgmtly, the man’s use of
SpoofCard caused his former wife “to panic,” thimkithat the caller was at her mother’s
house:

Totally satisfied. My ex wife would not answer thiegone when she saw

my name on her caller ID, so one day when aftatléd her all day

without her answering the phone | finally decidegtit her moms phone

number in the caller id then she answered "hi mbmlike this isn't your

mom she said what are you doing at my moms, Iteldhot to worry

about it, she started to panic that | was at henmbouse getting some
"dirt" on her for our divorce trial®

1247 U.S.C. § 227(e)(1) (2010).
13 What isSpoofem?SpoorFemcom (last visited Mar. 29, 2011)
http://spoofem.com/about-us.
14 SpoofCard Real Stories/Use00FCARD (last visited Mar. 29, 2011),
[\étp://www.spoofcard.com/stories.

Id.



In another the caller revels in scaring and hangssall receivers, including
scaring a “kid”:

I've fooled so many of my buddies. Calling thenmirtheir friends number

and one time we said "we have him in our trunk" enedkid got so scared

that he ended up telling his friend that "Mike gamtnapped" right after the

call ended. Word got back around to us, it wasgow prank. Most times

we tell people we're "on the way" to meet them thrad gets a good scare out

of them. Other than that, we try not to violatetinits rights or anything®

These testimonials show the types of harms thabearaused by caller ID
spoofing, including harassment, intimidation, thseand stalking. These personal stories
are more than just the fun, “hysterical . . . psaakd gags” advertised by caller ID
spoofing service provider$.These testimonials involve intimidation, stalkiagd
harassment.

As evidenced above, caller ID spoofing harms sthheacompass harassment and
stalking because they cause substantial emotiastaésls and cause victims to fear for
their safety or the safety of othéfaViolations of protection and restraining orders
should also be considered caller ID spoofing haretause protection and restraining
order are meant to protect victims from harassnard,unwanted contact, and
communication with abusers. VAWA defines “protentarder” or “restraining order”
as:

(A) any injunction, restraining order, or any othettearissued by a civil or
criminal court for the purpose of preventing vidlen threatening acts or
harassment against, sexual violence or contaatranainication with or
physical proximity to, another person, includingy a@mporary or final

orders issued by civil or criminal courts whethbtamned by filing an
independent action or as a pendent lite order athem proceeding so long

16
Id.
" Who's Using Bluff My CallBLUFFMYCALL.coMm (last visited Mar. 30, 2011),
http://bluffmycall.com/testimonials.
18VAWA, 42 U.S.C. § 13925(a)(24) (2010).



as any civil order was issued in response to a @nippetition or motion
filed by or on behalf of a person seeking protettand

(B) any support, child custody or visitation provisipaosders, remedies, or

relief issued as part of a protection order, r@sitng order, or stay away

injunction pursuant to State, tribal, territoriat,local law authorizing the

issuance of protection orders, restraining ordarg)junctions for the

protection of victims of domestic violence, datwiglence, sexual assault,

or stalking™®
Therefore, to extensively address harms such as$mment and stalking, it is imperative
to include violations of court orders designed tievent those harms.

NNEDV has found that misuse of technology, as tithted in the examples
above, increases abusers’ opportunities to “hates#y, intimidate, coerce, and monitor
former and current intimate partnefS.Abusers misuse technology to “stalk [their
victims] before, during, and after perpetratingusswiolence.** The impacts of stalking
and harassment—which can result from caller ID §pganisuse as shown in
SpoofCard’s “Stories"—are alarming. In June 200@, Department of Justice reported
“3.4 million people over the age of 18 are stalkadh year in the United States,” with
25% of victims reporting “being stalked through tree of some form of technolog$?”
Almost half of stalking victims endure “at leasteomnwanted contact per week.The

Journal of Interpersonal Violence reports “the pitemce of anxiety, insomnia, social

dysfunction, and severe depression is much higheing stalking victims than the

9VAWA, 42 U.S.C. § 13925(a)(20) (2010).

20 National Network to End Domestic Violence, Safisst ProjectHigh-Tech Stalking,
2009

http://www.nnedv.org/docs/SafetyNet/NNEDV_HighTetd&ing TipsForAgencyPartn
ers.pdf.

Hd,

22 BUREAU OFJUSTICE STATISTICS, U.S.DEPARTMENT OFJUSTICE, NCJ 224527,
NATIONAL CRIME VICTIMIZATION SURVEY: STALKING VICTIMIZATION IN THE UNITED
STATES, 1 (2009).

21d.



general population? A clear definition of “harm” is necessary to adsir¢he gravely

destructive impacts of caller ID spoofing.

I1. THE COMMISSION SHOULD REQUIRE THIRD-PARTY
CALLER ID SPOOFING SERVICES TO GIVE
PROMINENT NOTICE THAT USE OF THEIR SERVICES
IN VIOLATION OF THE TRUTH IN CALLER ID ACT IS
UNLAWFUL.

Third-party spoofing services, such as SpoofCaitltd adequately inform
consumers of unlawful uses of caller ID spoofing] anay even promote such uses. The
Commission inquires about obligations to be impaseg@roviders of spoofing
services> The Commission should require that Spoofing ses/jaroviders give their
users notice that spoofing calls in violation o ffruth in Caller ID Act subjects them to

criminal and civil liability, and is an impermiss$gbuse of caller ID spoofing.

A. Existing Notices of Truth in Caller ID Act
Violations are Inadequate and Contradictory.

Although many caller ID spoofing service websitestain small print legal
disclaimers addressing unlawful or impermissible oitheir service<® the following
screenshot from SpoofCard is indicative of thewade service providers have toward

caller ID spoofing regulation.

24 Ella Arensman, Eric Blaauw, Adriénne Freeve, LineeSheridan & Frans WinkeThe
Toll of Stalking: The Relationship Between FeatweStalking and Psychopathology of
Victims 17 JINTERPERSONALVIOLENCE, no. 1, 2002 at 50, 57.

%> Rules and Regulations Implementing the Truth iHeE4D Act of 2009 WC Docket
No. 11-39, Notice of Proposed Rulemaking, F.C.C411Y 21 (proposed Mar. 9, 2011)
® Terms of ServigeBLUFFMYCALL .com (last visited Apr. 7, 2011), ,
http://bluffmycall.com/terms.
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We've witnessed an uproar over Caller ID spoofing in the media recently, primarily due to the United Statss

27

SpoofCard mocks Truth in Caller ID Act legislati@md its legal disclaimer—and the
disclaimers of similar services—does not provid#icent information to customers
about unlawful caller ID spoofing.

Currently, caller ID spoofing services market call® spoofing as fully legaf®
The following are examples of the small print ledesiclaimers from caller ID spoofing

service provider websites.

2" SpoofCard’s Stance On The Truth in Caller 1D ,/8st00FCARD (Apr. 19, 2010),
http://www.spoofcard.com/blog/2010/04/19/spoofcastince-on-the-truth-in-caller-id-
act.

28 PHONEGANGSTERCOM (last visited March 31, 2011), http://www.phonegster.com.



% SpoofCard - Frequently Asked Questions - Windows Internet Explorer
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country and then enter your PIN_ You'll then be prompted to enter the destination number followed
by the phone number to appear on caller ID. t's that easy!

& Is SpoofCard Legal?

UNITED STATES

Each of the capabilities of SpoofCard is legal in the US. However, certain uses may be illegal
depending on which state you are calling from or to. For example, a handful of states have passed
laws that make it illegal to spoof caller ID for certain purposes. such as "to mislead, defraud or
deceive the recipient of a telephone call.” Before using the spoofing capability of SpoofCard, you
should determine whether the use you will make of the service is legal in the state where you are
calling from and the state where the party you are calling is located.

In addition, it is illegal under the law of numerous states to record a telephone call without
informing the other party that the call is being recorded. Before using the recording capability of
SpoofCard, you should determine whether it is legal in the state where you are calling from and the
state where the party you are calling is located ta record the call without informing the called
party. If you de not know whether such recording is legal in both states, you should protect
yourself from possible state criminal prosecution by informing the other party that you are

rarnrdinn the rrmareatinn Qancdard fannat maritare ~amsrestinne tn datarmina whathar thau ara

SpoofCard
To find information regarding permissible and impessible uses of SpoofCard,

users have to select the “Frequently Asked Questiarea of the SpoofCard website,

because the website does not have a “Terms ofc@&section where users can find that

information® The fact that permissible and impermissible usesat prominently
displayed makes it unlikely that users of spooBegvices will access, and use, such
information when spoofing. In the “Frequently Ask@destions” area of its website,

SpoofCard answers “Is SpoofCard Legal?”:

Each of the capabilities of SpoofCard is legah@ US. However, certain
uses may be illegal depending on which state yetcalting from or to.
For example, a handful of states have passed laatsrake it illegal to
spoof caller ID for certain purposes, such as "tslead, defraud or
deceive the recipient of a telephone call." Beimsmg the spoofing
capability of SpoofCard, you should determine wkethe use you will

29 Frequently Asked QuestigroorCARD(last visited Apr. 5, 2011),
http://www.spoofcard.com/faq.
30 Spo0orCARD (last visited April 11, 2011), http://www.spoofcazdm.

10



make of the service is legal in the state whereareucalling from and the
state where the party you are calling is located.

SpoofCard’s half-hearted legal explanation doeggha adequate notice of Truth
in Caller ID Act liability. Their answer does nadequately inform users of the legal risks
one faces when impermissibly using caller ID spap&ervices. SpoofCard says that
some uses “may be illegal depending upon whicle $tate is] calling from or to,” and
references without citation some nebulous state faWowever, SpoofCard is aware
that impermissible uses of caller ID spoofing asdanger regulated solely by state law,
but to the contrary there is a federal law, appliean all states, making it illegal to use
SpoofCard services to “defraud, cause harm or witdliygpbtain anything of value®
Additionally, SpoofCard’s explanation of the legakes of its service only addresses the
caller and the receiver, but not the third-partyosdnumber the caller is impersonating.

Elsewhere on SpoofCard’s website, specificallftaSpoofCard Blog, users are
told “Caller ID Spoofing is NOT illegal” and Spoo#@ even quotes statutory language
from the Truth in Caller ID Act to tell users “amlg as you are using our service in a
lawful manner and not with the intent to ‘defraaduse harm or wrongfully obtain
anything of value’, you can continue to use SpoaodGast as you have prior to [the
Truth in Caller ID Act] being enacted®However, as displayed above in the “Stories”

section of SpoofCard.com, SpoofCard users have SpedfCard to cause harm through

31 Frequently Asked QuestigrB0orCARD (last visited Apr. 5, 2011),
tatp://www.spoofcard.com/faq.

Id.
33 An Update On S. 30: The Truth in Caller ID Act 609, SP0OFCARD (Jan. 6, 2011),
http://www.spoofcard.com/blog/2011/01/06/an-updaes-30-the-truth-in-caller-id-act-
0f-2009.
#d.

11



intimidation, harassment and stalking. Thus, S@aad’s disclaimer does not adequately
apprise SpoofCard users of illegal caller ID spogfises.

We urge the FCC to mandate that SpoofCard and c@ilgsservices give
unequivocal notice that user of their servicesialation of the Truth in Caller ID Act is
unlawful. Such notice would resolve the contradics caused by simultaneous small
print disclaimers of illegal caller ID spoofing atite promotion of illegal caller ID

spoofing.

BluffMyCall.Com

»

83 (Languages: en fres al) il
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) my call.com Forgot PINZ m
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Record your Calls Disguise your Voice

Easy and simple with no extra charga! They will never guess whose behind that voica!

V- /s - Customize your Caller ID anywhere in
"- 4 v the world—only with Bluff My Call! USE IT NOW|

L. Alse access our service FREE 1 B
o from over 50+ countries for free! .

35

In its Terms of Service “Acceptable Use of Servickiuse, caller ID spoofing

company BluffMyCall.com informs users that they

shall not transmit any unlawful, harmful, threatepiabusive, harassing,
defamatory, vulgar, obscene, sexually explicitfame, hateful, racially,
ethnically, or otherwise objectionable materiahaf kind, including but
not limited to any material that encourages conthett would constitute a
criminal offense, give rise to civil liability, atherwise violate any
applicable local, state, national, or internatidaal

% BLUFFMYCALL .coM (last visited Apr. 7, 2011), http://bluffmycall.co

12



and that violation of any laws, or violation of therms of Service, may lead to
termination the user account with BluffMyCall.cdfrHowever, one of the promotions
for their service emphasizes users’ ability to bgsterical stuff, like the pranks and
gags.®’ By promoting “pranks and gags” as an acceptat®@etishe service,
BluffMyCall.com does not sufficiently place users wotice that some “pranks and gags”

are illegal, and is therefore encouraging potegtidégal behavior.

Phone Gangster

( ((t 1)) ) YOUR SOURCE FOR ANONYMOUS CALLER ID SPOOFING CARDS -

e e

PhoneGangster was launched in early 2007 to provide affordable caller id spoofing to

Dboth individuals and businesses alike, Our services offered are legal, fun, and most,
importantly anonymous. For the entrepreneurs, we have devised an affiliate
program where you can earn money for referring traffic to us. Whether you

want to spoof your phone number or make some money with us, we invite

you to iry our services and become & Phone Gangster today!

‘What is Caller ID Spoofing? How does Phone Gangster work?

Phone Gangster allows you to fake the callerid To start, no charges will ever be billed to your WeLmeSlwpﬂl:sl

when calling another party. Upon calling a phone. You simply buy one of our prepaid cards of

person, you will getto choose what numberyou  your choice, call ourtoll free phone number, and Elickiliare:deca @mlﬂcﬂ“
want o appear as. Best of all, there is nowaythe  enler your PIN that we assiagn you. Our senvice

party can find out what phone number the call works very similar to a calling card. When using our

originated from because their phone records will  service, you simply just enter the person’s phone

display the altered number. OUr service i not number you want to call and the caller id number

only fun and useful, but itis legal as well. We yeu want to be displayed as. You will then be

have tested and confirmed our callerid spoofing  connected instantly, We have been seen on both
service works in the USA and Canada. Purchase CMM and FOX News. Lastly, free call recording and
an instant phone card from us today! free voice changer came with your minutes!

PHONEGANGSTER PHONEGANGSTER PHONEGANGSTER 38

Phone Gangster promotes its services as “fun” sghl,” however there is no
place on its website where users can learn whdegat and illegal forms of caller ID

spoofing *

% Terms of ServicBLUFFMYCALL.coM (last visited Apr. 7, 2011),
http://bluffmycall.com/terms.

3"Who's Using Bluff My CalIBLUFFMYCALL .com (last visited Mar. 30, 2011),
http://bluffmycall.com/testimonials.

38 PHONEGANGSTERCOM (last visited Mar. 31, 2011), http://www.phonegsieg.com.
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B. Requiring Third-Party Prominent Notice Of The
Legal Ramifications Of Caller ID Spoofing
Misuse Should Discourage Impermissible Caller
ID Spoofing.

Adequate of caller ID spoofing in violation of tfieuth in Caller ID Act should
provide clear guidelines on prohibited behavior.entioned above, the small print
disclaimers currently used by caller ID spoofingvgees are wholly inadequate to inform
users of the relevant law or the legal risks ome$avhen impermissibly using caller ID
spoofing services. Furthermore, the website “disadas” of unlawful caller ID spoofing
contradict the website promotions of unlawful cal® spoofing. In the future, the
Commission should require providers of these sesvio have multiple, easily accessible
notices on their websites which warn that violasioh the Truth in Caller ID Act will
subject violators to criminal and civil liabilitgs well as subject them to termination of
their account with the company. The Commissiorughalso require audible notice

before each call is made. The following are exaspfenotices that NNEDV

recommends:

4.
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CAUTION: THINK BEFORE YOU SPOOF!
The misuse of this service to DEFRAUD,
HARASS, STALK, VIOLATE A
RESTRAINING OR PROTECTION ORDER,
or WRONGFULLY OBTAIN ANYTHING
OF VALUE is a FEDERAL CRIME and will
subject you to IMPRISONMENT for up to
ONE YEAR AND CRIMINAL FINES up to
$10,000 for EACH VIOLATION AND
CIVIL PENALTIES up to $1,000,000.

Your account with our company will also be
terminated if you misuse our services in the
ways mentioned above.

WARNING: The misuse of this service to
HARASS is a FEDERAL CRIME and will
subject you to IMPRISONMENT for up to
ONE YEAR AND CRIMINAL FINES up to
$10,000 for EACH VIOLATION AND
CIVIL PENALTIES up to $1,000,000.

Your account with our company will also be
terminated if you misuse our services in the
ways mentioned above.
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TRUST US, THE PRANK ISN’T
WORTH IT!

The misuse of this service to
HARASS, STALK, or VIOLATE A
PROTECTION OR
RESTRAINING ORDER is a
FEDERAL OFFENSE and can
cost you up to $10,000 in
CRIMINAL FINES for EACH
VIOLATION AND up to
$1,000,000 in CIVIL
FORFEITURES.

LEAVE YOUR EX ALONE!
Using Caller ID Spoofing to
HARASS, STALK, or
VIOLATE A PROTECTION
OR RESTRAINING ORDER is a
FEDERAL OFFENSE, with
IMPRISONMENT for up to
ONE YEAR.

The Commission should require text of warnings sagkhese—not just
hyperlinks to warnings on another webpage— to beqal on every individual webpage

of service providers’ websites. Moreover, in orttiemake such notice effective and
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legible, the text of the warnings should be as pnemtly displayed as other marketing
on the website. Finally, an audible recording @faaning should play over the phone
before a caller is able to place a spoofed calth§uwominent notice of the legal
ramifications of misuse of caller ID spoofing shibeffectively dissuade illegal caller ID
spoofing.
IV.  THE COMMISSION SHOULD REQUIRE CALLER ID
UNMASKING SERVICES TO NOTIFY CALLERS, AND
PROVIDE THEM WITH THE ABILITY TO “OPT-IN,”

WHEN THEIR PRIVACY INDICATOR IS BEING
OVERRIDDEN.

The Commission seeks comments on the topic of ukim@swvhich overrides a
calling party’s privacy choic& We request that the Commission impose obligations
unmasking service providers to notify callers witegir blocked caller ID will be
unmasked and to require affirmative opt-in conssfiore they are unmasked.
Companies that offer services to unmask blocke@rcd are potentially endangering
victims by allowing their abusers to see their kidgphone numbers. If the Commission
fails to regulate caller ID unmasking services ¢hisra strong potential for harm. Indeed,
unmasked caller ID could have fatal consequenaeddoms of ongoing domestic
violence?!

One example of a provider of caller ID unmaskingrapCall, which the

Commission identified as a product that is “effeely stripping out the [caller ID]

0 Rules and Regulations Implementing the Truth ideE4D Act of 2009 WC Docket
No. 11-39, Notice of Proposed Rulemaking, F.C.C411Y 27 (proposed Mar. 9, 2011).
“1 SeeEmily FriedmanTrapCall Unblocks Caller-ID, Exposes Numb&BC NEwsS

(Feb. 18, 2009),
http://abcnews.go.com/Technology/AheadoftheCureey2id=6899472&page=3 (“it
could result in more cases like the 1995 murd&leyear-old Kerisha Harps, who was
killed by her ex-boyfriend when he saw the numbkere she was calling from on a
Caller ID display”).
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privacy indicator chosen by the calling parf§ TrapCall utilizes conditional call
forwarding to implement its service—and bouncesfthhearded call back to the
subscriber’'s phone—which entails that the calliagywill not know her call is
forwarded to a third party for unmasking becausdlitfe is continually ringing® Some
unblocking services (and earlier versions of Trdp)@aploit a loophole in the
Commission’s rules by forwarding incoming callsattoll free number to access blocked
caller ID** however routing through an interconnected VolPi¢¢@ver Internet
Protocol) service appears to be the current metfictioice’ Both of these methods
ensure that a caller with legally blocked calleniidl be unaware that her information
has been disclosed to the person called, thregtdaith her privacy and safety, because
they involve an unknown third party.

The Truth in Caller ID Act of 2009 was designedhagtreservation of caller ID
blocking in mind?® Congress wanted to ensure it would not “prevemesirict any
person from blocking the capability of any call@emtification service to transmit caller
identification information” through the A&.“By FCC regulation, consumers...have the

right to conceal their [caller ID],” and this rulaking is an appropriate venue to protect

*21d,

3 SeeFAQ, TRAPCALL (last visited Mar. 30, 2011), http://www.trapcedim/faq.

* \WaybackMachineTrapCall-Learn More! INTERNETARCHIVE (Apr. 25, 2009),
http://replay.waybackmachine.org/200904252007 Og/iteww.trapcall.com/learnmore.
5 «“Our number that you'll want to forward your caltsis 1-206-299-2100FAQ,
TRAPCALL (last visited Mar. 30, 2011), http://www.trapcedim/faqg.

%047 U.S.C. § 227(e)(2) (201G)eeS.RepP. No. 111-96, at 2 (2009); H.FRer. No. 111-
461, at 3 (2010).

*747 U.S.C. § 227(e)(2) (2010).
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and reinvigorate that rigt.Without a rule on this issue, companies like Tralp@ill be

able to terminate consumers’ right to caller ID myrity without warning or recourse.

A. Congress and the Commission Have Long
Recognized an Interest in Protecting a Calling
Party’s Privacy Indicator.

Forwarding calls through a service such as Trdp@aich does not notify
calling parties it is in operation, works agairist tntention of the rules adopted by the
FCC in 1995 implementing caller ID privatyThese rules require the privacy indicator
be respected “unless the call is made to a cabety that subscribes to an [automatic
number identification] or charge number based serand the call is paid for by the
called party.®® When these rules were promulgated sixteen yearstiag Commission
did not conceive of a consumer-friendly, easilydjsand readily available phone line
trap servicé! The rules are written so that a caller will hawene warning or notice that
her caller ID might be unmasked or reused in cedéduations—such as calling a toll-
free number or charge service—and that otherwiadllibe unmasked only in
conjunction with legitimate business or governmastton. Specifically, the Commission
intended that a consumer be on notice that hezrd@l will be revealed if she calls a

business or organization with an 800- or 900- numtitet reverses the call charges, and

“8 S Rep. No. 111-96, at 2 (2009).

947 C.F.R. § 64.1601 (2010).

01d. at § 64.1601(b).

*1 See, e.gRules and Policies Regarding Calling Number Idémtfon Service — Caller
ID, CC Docket No. 91-281, Memorandum Opinion and ©ateReconsideration,
Second Report and Order and Third Notice of Prapp&&ademaking, 10 FCC Rcd 11700,
11707-08 (1995).
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required 800 numbers to seek consent for reusetofretic number identification data.
Combined with rules exempting private branch exgeai?BX) systems, this is the only
business exception to the caller ID unblocking.PdlEurther, the rules do not provide an
exemption for private phone trapping, but only dég authorized call tracing or
trapping procedures specifically requested by adafercement agency?

We ask the Commission to preserve citizens’ legite expectation of caller ID
privacy when calling a private number with an aetprivacy indicator. Conditional call
forwarding through third-party unmasking servicesattin some cases may also be
recording the conversation—ensures the callingypaitt have no notion her choice to
use caller ID blocking is being circumscribed aeddered moot:

It is currently within the technical ability of urasking service providers, such as
TrapCall, to provide notice and opt-in choice ttera that their caller ID privacy
indicator will be overridden. For example, in respe to state laws regulating call
recording, TrapCall provides its Call Recordingstribers with the ability to play a
warning to parties on the call.

TrapCall has set its services up so that when gtiuade the automatic

call recording feature, each caller hears a medseigee the call is

answered informing them that the call will be retzat and telling them to

hang up if they do not want the call to be recordéml have the ability to

override the default and choose not to have the@wamessage played to
callers. However, we recommend strongly that yauchoose this option,

®2Rules and Polices Regarding Calling Number Idezatfon Service--Caller IDCC
Docket No. 91-281, Report and Order and Furtherddaif Proposed Rulemaking, 9
FCC Rcd. 1764, 1 57-58 (1994).

>3 See47 C.F.R. §8§ 64.1601-1604 (2010).

>41d. at § 64.1601(d)(4)(iii).

%> Sign Up — TrapCallTRAPCALL (last visited Mar. 30, 2011),
http://www.trapcall.com/signup.
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as failure to provide such notice may leave youndpecriminal liability
in a dozen or more stat&s.

This shows that parties can easily be provided withoice when faced with the
possibility of caller ID unmasking, and that seescshould be regulated to ensure
implementation. The Commission should seek to Isaé a solution in operation

industry-wide to maintain the integrity of block#dd-call privacy.

B. Callers Should Be Provided Choice, in the Form
of an Opt-In, When a Third Party Will Unmask
Their Caller ID.

We ask the Commission to preserve consumers’ ¢xfpae of the efficacy of
caller ID blocking privacy protection. The Commasican prescribe a rule echoing the
language of the Truth in Caller ID Act, requirirtgat third-party caller ID unmasking
services provide callers with notice that the sErvs in place and give them the ability to
opt-in to providing their caller ID to the call ipeent. This would allow use of
unmasking services to continue while preservingntent of both Congress and the
Commission to protect the privacy preference ingictor caller ID blocking. We ask the
Commission to adopt language under 47 C.F.R. $664.%tating:

(d) Services that ‘'unmask’ or reveal caller ideaéfion information of

calls being forwarded to their service, for thegmse of providing such

information to the intended call recipient (“unmigkservice”), are

required to provide notice, and obtain affirmatoyg-in consent from the

calling party, before overriding the calling pagysrivacy choice indicator

and providing the calling party’s caller identifican information to the
intended call recipient.

*° FAQ, TRAPCALL (last visited Mar. 30, 2011), http://www.trapcedim/faq.
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V. THE COMMISSION SHOULD INCLUDE AN ANALYSIS
OF THE THREATS FOR SMS AND LOCATION
SPOOFING IN ITS REPORT TO CONGRESS.

The Commission inquires about successor techn@agid other issues to
include in its report to Congre3sThe Commission should report on SMS and location
spoofing. Both offer the same potential as callespoofing — the abilities of innocent
parties to protect themselves and the ability d&meus parties to cause harm.

The Commission’s report to Congress should inclBRES spoofing as another
potential source of harm. SMS spoofing “allows tmehange the name or number text
messages come fromt"Spoofing provider Spoofcard recently launchedésvice for
SMS spoofing?® Described as their “most frequently requestedufeadver the years” it
was released “just in time for April Fools’ da$f”SpoofCard further claims that it is the
“ONLY company in the world that you will find capigbof doing true text message
spoofing to US phone numberd.However, other providers promise SMS spoofing
capability, such as FakeMyT&%tSpooftel’® and Fakems§' SMS messages can carry
the same potential for harm as voice calls.

Further successor technologies to report on aaimtbased services. These

services allow users to send messages about tlhveént location. For example,

" Rules and Regulations Implementing the Truth ideE4D Act of 2009 WC Docket
No. 11-39, Notice of Proposed Rulemaking, F.C.C411Y 35 (proposed Mar. 9, 2011).
8 SMSSPOOFING (last visited Apr. 18, 2011), http://www.smssfing.com/.

*9 SMS Spoofing Launches Just In Time For April Fobsy!, SPOOFCARD (Mar. 31,
2011), http://www.spoofcard.com/blog/2011/03/31/spsofing-launches-just-in-time-
for-april-fools-day.

04,

*Ld.

%2 FAKEMYTEXT (last visited Apr. 12, 2011), http://www.fakemytedm.

®3 Frequently Asked Questior8r00FTEL(last visited Apr. 12, 2011),
http://www.spooftel.com/caller+id+spoofing+faq.html

% Tell Me More FAKEMSG (last visited Apr. 12, 201 1http://www.fakemsg.com/faq.php.
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Facebook places allows users to share their lagatmnnect with nearby friends, search
for location based promotions, and “check in” othsers to their current locatién.
These user actions cause messages to be senteouséo’'s connections on Facebook
updating them that the user is at the locatfoBther location based services work
similarly.

Several sources have pointed out the possibilitpcdtion spoofing’ A service
may allow a user to set a location that they atgresently at as a feature. Or the
spoofing might be accomplished via a third partgpitrer technological technique in
violation of the location service’s terms of use.

Like caller ID spoofing, location spoofing can beed for beneficial purposes,
such as allowing a user to set their location@lalic library while they visit a victim
service provider. This provision of a location talimight be an important safety
consideration for someone in an abusive situatibose abuser has forced them to share
their location. On the other hand, location spogpftan be used to cause harassment and
other harms in several ways. First, a locationisergan send a message that someone is
at a particular location, thus fooling the recipie®econd, some services may allow an
individual to view who is at their location, thuéoaving a spoofer to see who else is at

that location. Third, some services allow an indiial to check-in others at the

:2 Places FACEBOOK (last visited Apr. 12, 2011), https://www.facebamkm/places.

Id.
®7 Location Spoofing Possible with Wi-Fi Devices: Biosing System Used by
Iphone/lpod Breache@cIENCEDAILY (Apr. 16, 2008),
http://www.sciencedaily.com/releases/2008/04/08045659.htmGreg NorcieHow To
Spoof Facebook Places Location Data in Firefaxg. 20, 2010),
http://blog.norcie.com/2010/08/how-to-spoof-facekqbiaces-location.html; Zack
Whittaker,How to spoof your geolocation on Facebook Place$witter, ZDNET (Nov.
16, 2010), http://www.zdnet.com/blog/igeneratiomim-spoof-your-geolocation-on-
facebook-places-or-twitter/6764.
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individual’s location, thus allowing a spoofer fpo®f check-ins at the location. These

spoofed check-ins could cause location messadas $ent to the victim’s friends.

CONCLUSION

The Commission should exempt victim service ptexs from coverage of the

act. The Commission should clarify that prohibikeaims include stalking, harassment,

and the violation of protective orders. The Commisshould require prominent notice

of criminal penalties from spoofing providers. Urskiag providers should provide a

notice and require affirmative opt-in consent beflamoving caller’s privacy indicators.

Finally, the Commission should report to Congres$SMS and location spoofing.
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